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Abstract: In the process of continuous queries, a method of trajectory privacy protection based on location obfuscation
was proposed to solve the problem that K-anonymity was difficult to guarantee user privacy in third party architectrue.
Firstly, the (G—1) query obfuscation locations through the location prediction was obtained and the dummy location se-
lection mechanism, and then sent them together with the user’s real query location to different anonymizers to form
cloaking regions and sent them to the LBS server for queries, and the query results were returned to the user by different
anonymizers. In this method, the user’s real query location was confused by the location obfuscation, and the attacker
couldn’t deduce the user’s trajectory from a single anonymizer or the LBS server. The method can enhance the privacy of
the user’s trajectory and can effectively solve the performance bottleneck in the single anonymizer structure. Security
analysis shows the security of the proposed approach, and experiments show this method can reduce the number of inter-
actions between the user and the LBS server and the overhead of the single anonymizer.
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